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Introduction

NetIQ is a leader in providing web single 
sign-on solutions that deliver transparent, 
secure access to data and applications. 
To share private information without risk, 
businesses and organizations need to control 
access for both their own users as well as 
collaborating users outside their domain.

Granting secure access is more than just 
knowing who needs it, but enforcing 
appropriate access based on context. Not 
all access poses the same level of risk to the 
business. Some types of information warrant 
higher levels of identity verification. For 
example, someone remotely accessing private 
information during unusual hours poses 
higher risk than a user in the office during 
work hours.

IT access and security teams must support 
diverse applications across more devices 
than ever before. Additionally, users expect 
convenient access, including the freedom to 
use the device of their choice while accessing 
the services they need to get their job done.

To meet these needs, your organization may 
have to implement a customer portal or other 
personalized content. You may even choose 
to allow your employees to use their social 
identities (Facebook, Twitter, Google, and so 
on) to access specific low-risk information. 
Regardless of your approach, your emerging 
access plan needs to span a wide range of 
identity and device needs.

Product Overview

NetIQ® Access Manager™ provides authorized 
users with secure access to intranet and 
cloud applications based on the context 
and information of who they are, where 
they are located and what devices they are 
using. NetIQ Access Manager features built-in 

identity federation, which provides seamless 
single sign-on access to software-as-a-service 
(SaaS) applications and customer and partner 
applications.

Designed to use less hardware, NetIQ Access 
Manager is quick to deploy and easy to 
maintain, giving you faster time to value and 
lower cost of ownership. Access Manager 
is also highly scalable and supports flexible 
deployment, including a single virtual 
appliance—all without losing performance.

Capabilities

•	 Enables	single	sign-on	by	managing	
multiple passwords for web and cloud 
applications

•	 Provides	risk-based	access	control,	
authentication and authorization of users 
based on the context, pattern, location and 
various other attributes

•	 Enables	secure	access	to	applications	from	
mobile devices without modification of 
applications

•	 Enables	social	login	and	supports	
personalization and customization of web 
pages based on user identity

•	 Provides	strong	authentication	and	step-
up authentication to web and federated 
applications

•	 Protects	web,	APIs	and	mobile	devices	with	
standard protocols such OAuth, OpenID 
Connect and WS-Trust

•	 Supports	out-of-the-box	integration	and	
single	sign-on	to	Microsoft	SharePoint	
and Office 365 (browser and thick-client 
applications)

•	 Uses	a	centralized	policy	engine	that	
supports role-based and attribute-based 
authorization policies

•	 Enables	single	sign-on	and	access	control	
without modification of web servers

•	 Features	Java	SDK	and	REST	APIs	that	
support authentication management and 
integration with external applications
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Features

•	 Full	support	for	federation	implementations	using	SAML,	
OAuth, OpenID Connect, WS-Federation and others 

•	 Optional	virtual	appliance	ready-form	factor	that	is	
hypervisor agnostic (deploy in almost any environment)

•	 Out-of-the-box	integration	with	Microsoft	SharePoint	and	
Office	365	Enterprise

•	 Sandboxed	iOS	5	agent	
•	 Centralized	policy	engine	(for	role-based	access	

enforcement)
•	 Access	authorization,	single	sign-on	and	personalization	

with NetIQ Access Gateway
•	 Secure	Sockets	Layer	Virtual	Private	Network	(SSL	VPN)	(for	

secure	access	to	non	HTTP-based	applications)
•	 Java	application	agents	(for	precise,	policy-controlled	

authorization	and	access	to	servlets	and	Enterprise	
JavaBeans	[EJBs])

Key Differentiators

NetIQ® Access Manager™ enables organizations to choose 
new as well as legacy web-based applications. In addition to 
providing multiple federation options, it also allows single 
sign-on	access	for	applications	through	its	GUI	without	the	
need to modify applications or write complex code. Since the 
Access Manager gateway understands OAuth protocol, you 
can deliver legacy web applications to modern web or mobile 
clients without any changes to your legacy applications.

Access Manager includes a built-in risk engine that’s free of 
complex configuration or setup while providing a way to 
customize the user’s authentication experience based on 
a wide variety of parameters, including context, historical 
pattern, location, time or even device.

The Wizard-based code promotion utility allows you to bring 
up a new server, make a backup or migrate your policies from 
your test environment to production environment in a matter 
of minutes.

With its pluggable architecture and default integration with 
NetIQ® Identity Manager and NetIQ® Sentinel™ security, 
NetIQ Access Manager provides comprehensive IAM to your 
intranet, cloud and mobile applications.

Its flexible and compact design and superior performance 
make NetIQ Access Manager easier to get up and running, 
using notably less hardware and simplified configuration. 
And as part of a product line that secures, monitors and 
governs access to your valued resources, NetIQ Access Manager 
can serve as a component of an integrated IAM strategy.

To learn more about NetIQ Access Manager, or to start a trial, 
go to www.netiq.com/access manager.
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NetIQ® Access Manager™ provides single sign-on access and controlled, 
secure access management for web-based applications, SaaS services and 
federated business-to-business interactions.


